
16.5 SLA MANAGEMENT IN CLOUD

SLA management of applications hosted on cloud platforms involves five
phases.

1. Feasibility

2. On-boarding

3. Pre-production

4. Production

5. Termination

Different activities performedunder eachof these phases are shown inFigure 16.7.
These activities are explained in detail in the following subsections.

16.5.1 Feasibility Analysis

MSP conducts the feasibility study of hosting an application on their cloud
platforms. This study involves three kinds of feasibility: (1) technical feasibility,
(2) infrastructure feasibility, and (3) financial feasibility. The technical feasi-
bility of an application implies determining the following:

1. Ability of an application to scale out.

2. Compatibility of the application with the cloud platform being used
within the MSP’s data center.

3. The need and availability of a specific hardware and software required for
hosting and running of the application.

4. Preliminary information about the application performance and whether
they can be met by the MSP.
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Performing the infrastructure feasibility involves determining the availability of
infrastructural resources in sufficient quantity so that the projected demands
of the application can bemet. The financial feasibility study involves determining
the approximate cost to be incurred by the MSP and the price the MSP
charges the customer so that the hosting activity is profitable to both of them.
A feasibility report consists of the results of the above three feasibility studies.
The report forms the basis for further communication with the customer. Once
the provider and customer agree upon the findings of the report, the outsourcing
of the application hosting activity proceeds to the next phase, called “on-
boarding” of application. Only the basic feasibility of hosting an application
has been carried in this phase. However, the detailed runtime characteristics of
the application are studied as part of the on-boarding activity.

16.5.2 On-Boarding of Application

Once the customer and the MSP agree in principle to host the application based
on the findings of the feasibility study, the application is moved from the
customer servers to the hosting platform. Moving an application to the MSP’s
hosting platform is called on-boarding [10]. As part of the on-boarding activity,
the MSP understands the application runtime characteristics using runtime
profilers. This helps the MSP to identify the possible SLAs that can be offered
to the customer for that application. This also helps in creation of the necessary
policies (also called rule sets) required to guarantee the SLOs mentioned in the
application SLA. The application is accessible to its end users only after the on-
boarding activity is completed.

On-boarding activity consists of the following steps:

a. Packing of the application for deploying on physical or virtual environ-
ments. Application packaging is the process of creating deployable
components on the hosting platform (could be physical or virtual).
Open Virtualization Format (OVF) standard is used for packaging the
application for cloud platform [11].

b. The packaged application is executed directly on the physical servers to
capture and analyze the application performance characteristics. It allows
the functional validation of customer’s application. Besides, it provides a
baseline performance value for the application in nonvirtual environment.
This can be used as one of the data points for customer’s performance
expectation and for application SLA. Additionally, it helps to identify the
nature of application—that is, whether it is CPU-intensive or I/O-
intensive or network-intensive and the potential performance bottlenecks.

c. The application is executed on a virtualized platform and the application
performance characteristics are noted again. Important performance
characteristics like the application’s ability to scale (out and up) and
performance bounds (minimum and maximum performance) are noted.
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d. Based on the measured performance characteristics, different possible
SLAs are identified. The resources required and the costs involved for
each SLA are also computed.

e. Once the customer agrees to the set of SLOs and the cost, the MSP starts
creating different policies required by the data center for automated
management of the application. This implies that the management system
should automatically infer the amount of system resources that should be
allocated/de-allocated to/from appropriate components of the application
when the load on the system increases/decreases. These policies are of three
types: (1) business, (2) operational, and (3) provisioning. Business policies
help prioritize access to the resources in case of contentions. Business
policies are in the form of weights for different customers or group of
customers. Operational policies are the actions to be taken when different
thresholds/conditions are reached. Also, the actions when thresholds/
conditions/triggers on service-level parameters are breached or about to
be breached are defined. The corrective action could be different types of
provisioning suchas scale-up, scale-down, scale-out, scale-in, and soon, ofa
particular tier of an application. Additionally, notification and logging
action (notify the enterprise application’s administrator, etc.) are also
defined. Operational policies (OP) are represented in the following format:

OP 5 collection of hCondition, Actioni
Here the action could be workflow defining the sequence of actions to be
undertaken. For example, one OP is

OP 5 haverage latency of web server . 0.8 sec, scale-out the web-server tieri

It means, if average latency of the web server is more than 0.8 sec then
automatically scale out the web-server tier. On reaching this threshold, MSP
should increase the number of instances of the web server.

Provisioning policies help in defining a sequence of actions corresponding to
external inputs or user requests. Scale-out, scale-in, start, stop, suspend, resume
are some of the examples of provisioning actions. A provisioning policy (PP) is
represented as

PP 5 collection of hRequest, Actioni
For example, a provisioning policy to start a web site consists of the following

sequence: start database server, start web-server instance 1, followed by start the
web-server instance 2, and so on. On defining these policies, the packaged
applications are deployed on the cloud platform and the application is tested to
validate whether the policies are able to meet the SLA requirements. This step is
iterative and is repeated until all the infrastructure conditions necessary to satisfy
the application SLA are identified.

Once the different infrastructure policies needed to guarantee the SLOs
mentioned in the SLA are completely captured, the on-boarding activity is said
to be completed.
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16.5.3 Preproduction

Once the determination of policies is completed as discussed in previous phase,
the application is hosted in a simulated production environment. It facilitates
the customer to verify and validate the MSP’s findings on application’s runtime
characteristics and agree on the defined SLA. Once both parties agree on the
cost and the terms and conditions of the SLA, the customer sign-off is
obtained. On successful completion of this phase the MSP allows the applica-
tion to go on-live.

16.5.4 Production

In this phase, the application is made accessible to its end users under the
agreed SLA. However, there could be situations when the managed
application tends to behave differently in a production environment com-
pared to the preproduction environment. This in turn may cause sustained
breach of the terms and conditions mentioned in the SLA. Additionally,
customer may request the MSP for inclusion of new terms and conditions in
the SLA. If the application SLA is breached frequently or if the customer
requests for a new non-agreed SLA, the on-boarding process is performed
again. In the case of the former, on-boarding activity is repeated to analyze
the application and its policies with respect to SLA fulfillment. In case of the
latter, a new set of policies are formulated to meet the fresh terms and
conditions of the SLA.

16.5.5 Termination

When the customer wishes to withdraw the hosted application and does not
wish to continue to avail the services of the MSP for managing the hosting of its
application, the termination activity is initiated. On initiation of termination,
all data related to the application are transferred to the customer and only the
essential information is retained for legal compliance. This ends the hosting
relationship between the two parties for that application, and the customer
sign-off is obtained.

16.6 AUTOMATED POLICY-BASED MANAGEMENT

This section explains in detail the operationalization of the “Operational” and
“Provisioning” policies defined as part of the on-boarding activity. The policies
specify the sequence of actions to be performed under different circumstances.

Operational policies specify the functional relationship between the system-
level infrastructural attributes and the business level SLA goals. Knowledge of
such a relationship helps in identifying the quantum of system resources to be
allocated to the various components of the application for different system
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attributes at various workloads, workload compositions, and operating condi-
tions, so that the SLA goals are met. Figure 16.8 explains the importance of
such a relationship. For example, consider a three-tier web application
consisting of web server, application server, and database server. Each of the
servers is encapsulated using a virtual machine and is hosted on virtualized
servers. Furthermore, assume that the web tier and the database tier of the
application have been provisioned with sufficient resources at a particular
work-load. The effect of varying the system resources (such as CPU) on the
SLO, which in this case is the average response time for customer requests, is
shown in Figure 16.8.

To understand the system resource requirements for each of the tiers of an
application at different workloads necessitates the deployment of the applica-
tion on a test system. The test system is used to collect the low-level system
metrics such as usage of memory and CPU at different workloads, as well as to
observe the corresponding high-level service level objectives such as average
response time. The metrics thus collected are used to derive the functional
relationship between the SLOs and low-level system attributes. These func-
tional relations are called policies. For example, a classification technique is
used to derive policies [12, 13].

The triggering of operational and provisional policies results in a set of actions
to be executed by the service provider platform. It is possible that some of these
actions contend for the same resources. In such a case, execution of certain
actions needs to be prioritized over the execution of others. The rules that govern
this prioritization of request execution in case of resource contention are specified
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as a part of business policy. Someof the parameters often used to prioritize action
and perform resource contention resolution are:

� The SLA class (Platinum, Gold, Silver, etc.) to which the application
belongs to.

� The amount of penalty associated with SLA breach.

� Whether the application is at the threshold of breaching the SLA.

� Whether the application has already breached the SLA.

� The number of applications belonging to the same customer that has
breached SLA.

� The number of applications belonging to the same customer about to
breach SLA.

� The type of action to be performed to rectify the situation.

Priority ranking algorithms use these parameters to derive scores. These
scores are used to rank each of the actions that contend for the same resources.
Actions having high scores get higher priority and hence, receive access to the
contended resources.

Furthermore, automatic operationalization of these policies consists of a set
of components as shown in Figure 16.9. The basic functionality of these
components is described below:

1. Prioritization Engine. Requests from different customers’ web applica-
tions contending for the same resource are identified, and accordingly
their execution is prioritized. Business policies defined by the MSP helps
in identifying the requests whose execution should be prioritized in case
of resource contentions so that the MSP can realize higher benefits.

2. Provisioning Engine. Every user request of an application will be enacted
by the system. The set of steps necessary to enact the user requests are
defined in the provisioning policy, and they are used to fulfill the
application request like starting an application, stopping an application,
and so on. These set of steps can be visualized as a workflow. Hence, the
execution of provisioning policy requires a workflow engine [14].

3. Rules Engine. The operation policy defines a sequence of actions to be
enacted under different conditions/trigger points. The rules engine
evaluates the data captured by the monitoring system [15], evaluates
against the predefined operation rules, and triggers the associated action
if required. Rules engine and the operational policy is the key to
guaranteeing SLA under a self healing system.

4. Monitoring System. Monitoring system collects the defined metrics in
SLA. These metrics are used for monitoring resource failures, evaluating
operational policies, and auditing and billing purpose.

5. Auditing. The adherence to the predefined SLA needs to be monitored
and recorded. It is essential to monitor the compliance of SLA because
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any noncompliance leads to strict penalties. The audit report forms the
basis for strategizing and long-term planning for the MSP.

6. Accounting/Billing System. Based on the payment model, chargebacks
could be made based on the resource utilized by the process during the
operation. The fixed cost and recurring costs are computed and billed
accordingly.

The interactions among these components are shown in Figure 16.9 and
described below.

The policies and packaged application are deployed on the platform after
completing the on-boarding activity. The customer is provided with options
to start the application in any of the agreed SLAs. The application request is sent
via the access layer to the system. Using the provisioning policy, the provisioning
engine determines how and inwhat sequence the different components/tiers of an
application should be started and configured. If the start operation requires a
resource that is also contended by a different application request, then provision-
ing engine interacts with the prioritization engine to determine the request that
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should have access to the contended resource in case of conflict. This conflict
resolution is guided by the business policy defined in the prioritization engine.
Once an application begins execution, it is continuously monitored by the
monitoring system. Monitoring involves collecting statistics about the key
metrics and evaluating them against the rules defined in the operational policy
for validating the SLA adherence. SLA violation triggers rules that initiate
appropriate corrective action automatically. For example, whenever the perfor-
mance of the application degrades and chances of violating the agreed SLO limits
are high, the rules that help scale out the bottleneck tier of the application is
triggered. This ensures that the performance does not degenerate to a level of
violating the SLA. Periodically, the amount of resource utilized by the applica-
tion is calculated. On calculating the resource utilization, the cost is computed
correspondingly and the bill is generated. The bill along with the report on the
performance of the application is sent to the customer.

Alternatively, the monitoring system can interact with the rules engine
through an optimization engine, as shown in Figure 16.10. The role of the
optimization system is to decide the migration strategy that helps optimize
certain objective functions for virtual machine migration. The objective could
be to minimize the number of virtual machines migrated or minimize the
number of physical machines affected by the migration process. The following
example highlights the importance of the optimization engine within a policy
based management system [16].

Assume an initial assignment of seven virtual machines (VM) to the three
physical machines (PM) at time t1 as shown in Figure 16.11. Also, each of the
three PMs has memory and CPU capacity of 100. At time t1, the CPU usage by
VM1, VM2, and VM3 on PMA are 40, 40, and 20, respectively, and the memory
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consumption is 20, 10, and 40 respectively. Similarly, at time t1 the CPU and
memory requirements of VM4, VM5, and VM6 on PMB are 20, 10, 40 and 20,
40, 20, respectively. VM7 only consumes 20% of CPU and 20% of memory on
PMC. Thus, PMB and PMC are underloaded but PMA is overloaded. Assume
VM1 is the cause of the overload situation in PMA.
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In the above scenario, event-based migration will result in migration of
VM1 out of PMA to PMC. Furthermore, consider that at time t2 (t2 . t1),
PMB is overloaded as the memory requirement of VM4 increases to 40.
Consequently, an event-based scheme results in migration of VM4 to PMC. At
time t3 (t3 . t2), a new VM, VM8, with CPU and memory requirements of 70
each, needs to be allocated to one of the PMs; then a new PM, PMD, needs to
be switched on for hosting it. In such a scenario, VM8 cannot be hosted on any
of the three existing PMs: PMA, PMB, and PMC. However, assume that the
duration of the time window t2 - t1 is such that the QoS and SLA violations due
to the continued hosting of VM1 on PMA are well within the permissible limits.
In such a case, the migration of both VMs—VM1 to PMB and VM4 to PMA—
at time t2 ensures lesser number of PM are switched on. This results in a global
resource assignment that may be better than local resource management.

In such environment, consider a case wherein a virtual machine is over-
loaded. The optimization module needs to not only determine the virtual
machine that needs to be migrated out of its current physical machine but also
determine the new physical machine where the migrating virtual machine
should be hosted. The Sandpiper technique [17] has been proposed for
monitoring and detecting hotspots, determining new assignments of virtual
resources to physical resources, and initiating the necessary migrations.

16.7 CONCLUSION

The chapter presented a detailed overview of SLA and its importance from the
service provider’s perspective. It described a brief history of how the SLA that
evolved from a state of infrastructure availability was the prime consideration
today where complex application SLO could be included as part of it. The
chapter provided the necessary mechanisms that make it possible for a service
provider to evaluate the infrastructure needs to meet the provisions mentioned
in the SLA. A complete view of the process involved and also an overview of
the architectural stack for achieving the same are presented.
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